Want To Avoid Angry BlackBerry Users?

A Guided Tour of Monitoring BlackBerry Enterprise Servers with GSX Monitor

As your company executives and mobile employees become ever more reliant on the BlackBerry
wireless device, you will face a new set of administration challenges. The allure of always-on,
zero-delay email quickly sets a new standard for system availability. GSX Monitor can help you
stay one step ahead of these mobile employees by detecting problems with your BlackBerry
Enterprise Server (BES) before end users do.

GSX Monitor is a comprehensive administration tool that monitors BlackBerry Enterprise Servers
(BES), Domino servers, and Sametime servers. Let's take a closer look at how GSX Monitor
can monitor the BlackBerry Enterprise Server.

Feature Overview

e A dedicated BES server entry in Monitor's Main View gives server status at a glance

e Supervision of all BES processes, such as the Attachment Service, including the ones
that can be installed on remote computers

e Supervision of the SRP connection

e Monitoring of pending messages

BlackBerry Probe: A recurring test mail message sent to a BES user that ensures that

the entire BES architecture is up, running, and can process mail.

Monitoring of Domino BES tasks, to ensure that the underlying Domino process is OK.

Alerts on BES processes not responding, SRP connection down, mail thresholds

User management

Graphs on pending/non delivered/expired messages, number and size of messages sent

and received

e Consolidated Daily/Weekly/Monthly statistics, reports and Excel exports

At A Glance Status available in the Main View

Monitor and display the status of your BlackBerry Enterprise servers (V2.x, V4.x on Lotus
Domino, Microsoft Exchange or Groupwise), including services and the SRP connection.
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GSX Monitor's Main View
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The same view from a browser

BlackBerry Services Monitoring

GSX Monitor will watch over the BlackBerry server by querying the BlackBerry MIB using SNMP.
A wide variety of values are queried, and if any value indicates a potential problem, GSX Monitor
will send an alert.

BES Advanced Settings for GSXLNTEST/GSX E|

BES modules to manitar on

Version: [N NN v |

BlackBerry Synchronization service

BlackBerry Controller BlackBerry Policy service
BlackBerry Dispatcher BlackBerry Mobile Data service
|P addre== or host name
Leave empty if on same machine
[SMMP Service must be started)

BlackBerry Attachment service | |
BlackBerry Alert service | |
BlackBerry Router | |

SMNMP Community (case sensitive - READ required): ||:uu|:|li|: |

BlackBerry Probe

The Mail Routing module can automatically test for connectivity with the RIM Network. By
sending a specially-encoded test message to a valid BlackBerry device, GSX Monitor will confirm
that the server is processing messages and in communication with the RIM network. This
message will instruct the handheld to reply to sender with a Delivery Confirmation message. If
this Delivery Confirmation message doesn’t come back in the specified performance period (for
instance, within 5 minutes), then something is wrong and you’ll want to know about it.



GSX Monitor will continually send the "probe mail" messages at the interval you specify, and
make sure that the entire BES architecture is up, running, and processing mail. In event of a

failure, you'll get alerted using any of the possible alert methods: email, pager/SMS, SNMP trap,
sound or program.

The BES Server Task
The BES server task is a Domino server add-in task that copies new messages from a user's
Notes mail to the RIM network, and performs many other important functions. If this server task

hangs, all BlackBerry-related processing will halt. If you don't have GSX Monitor, then your phone
will start to ring.

ask status for GSXLNTEST/GSX (GSXLNTEST/GSX) @
B Refresh Setings . Scannow | [ Load selectedtask (0] Stop selected task
(2 General task status |Task not found Last scan date |8/24/2006 10:46:22 AM
.\i.') Errar Status for task | Directory Indexer

Task name | Retries | Last task scan {local) | First time down {local) | Last task run time (server) Console status
@ Directory Indexer 8/24/2006 10:46:22 AM 8/24/2006 10:44:50 AM N/A NAA
(@) Evert

8/24/2006 10:46:22 AM MNAA 08/24,/2006 16:46:09 CEDT Event Monitor: Idle

461 DBES Mail Agent: BES pending count 16, sent 5, queued 11
8/24/2006 10:46:22 AM NAA 08/24,/2006 10:51:25 CEDT Router: Searching for mail to deliver

8/24/2006 10:46:22 AM NAA 08/24/2006 16:46:08 CEDT Agent Manager: Executive "1": Idle

Close

(Task Status Dialog Box with BES V4.x task highlighted)

Flexible Alerting Mechanism

If a problem is detected, GSX Monitor will notice immediately and alert you. This way you can
address the problem before your impatient users notice.

User Management

Did you ever get a report (or complaint) of a user not getting mail? Use this module to see what
the BES server thinks about it... is it a big problem or a little problem? A little problem would
affect just one user, while a big problem would be more widespread. Use the powerful Search
feature of Monitor to find the user even if you don’t know which BES server they are on then sort
and customize the results to display statistics of your BlackBerry users.



BES Users list
€2 Search  {} Options

(¥} Search on cument server: | BlackBemy GSX 1
() Search on selected servers: |B|3EkBEFW G311

) &l users:

Users by: () Name (O SMTP (BES 4.1 or later)
) Mail server (BES 4.1 or later)

O PIN

containing string (case irtsertsitive]l:|fG5x

[] Return first result only

£ |

User | Datetime of the last |Device in| Redirect
Server Name N PIN Last BES Interaction idle | Enabled
GSXLMTEST/GSX Sebastien G 201FE4AE 1270672006 14:05:13 12/06/2006 14:05:13 Mo Yes




The results window can be customized to display only the information you are interested in.

Select columns

Select columns to display
FIN number

Last BES Interaction
Datetime of the last msg
Is the device in cradle

Is redirection enabled
Disable redirect whils in cradle
Is device fully configured
s user enabled

MNetwork type

Last emor

Datetime of the last emor
H msg processed by BES
H msg received by user
H msg sent by user

H mag fittered by user

H msg pending

H msg expired

| Select Al | [ Deselect Al |

H msg non delivered

# MORE requests

# msg forwarded by user

H msg replied with text

Last time in cradle

Last encryption key generation
Average KB forwarded

Average KB replied with text

Average latency for last 10 messages
ls OTAL Enabled

# calendar events received

# calendar events sent

Wireless email recovery enabled
Wireless email recovery events received
Wireless email recovery events sent
User SMTF Address

Mail servemame

I oK l [ Cancel

%]

(Available User statistics)




Reports and Graphs

GSX Monitor watches over the critical components of BlackBerry Enterprise Server, even when
you have such services split across machines. As it watches over your BlackBerry Enterprise
Server for Domino servers, GSX Monitor collects and collates many useful statistics that can help
you explain to management how your resources are being utilized.

Please find below a few reports and graphs that can be automatically created, published on the
Web and sent.



